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Presenter
Presentation Notes
Greeting
Background
Expanded need for forensic accounting knowledge and expertise
Not knowing audience make-up we’ll cover some basic fraud information and definitions
Then move on to the tools and techniques
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Forensic Tools and Techniques

W

Forensic Specialist >>> niawiaine

o an individual having expertise and/or training and
experience in one or more disciplines that can be
used In a forensic environment

Forensic Procedures

NIZTUIUMIMUMIVUTHAINEN

o tools and/or techniques employed In the
systematic gathering of evidentiary data that can
be presented in a court of law

FORENSIC Investigative TECHNIQUIES


Presenter
Presentation Notes
1.. What constitutes expertise/training and experience?
2. Broad range of fraud investigation experience
3. Ken Foley lesson learned
4. But not standards


»

Forensic Tools and Techniques

Y v A Yy 1
ATIVNUNMINBNANDININDIA 1DEN9 1S

o Tips/Whistleblowers (40%)

o Internal Audits/Internal Controls (31%)
0 Accident (20%)

o External Audits (8%o)

o Notified by Police (1%)

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
What are the means by which Fraud is found?
 2004 Report to the Nation on Occupational Fraud (ACFE)
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Forensic Tools and Techniques
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o Employees (57%)
o Customers (18%)
2 Vendors (13%)

2 Anonymous (12%)

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
Same report
Employees are close to the situation
Customers –request for payment of paid invoice; approached by salesman; change of personnel (buyer, A/P, etc.)
Vendors – approached for kickback scheme; receipt of unknown check/returned check; quality issue
Anonymous – ex-spouse; neighbor; friend; lover; ex-employee
But if there are no tips, what triggers a suspicion of fraud?
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o The so-called “Indicia of Fraud”

do not necessarily indicate the existence of fraud

exercise caution in forming an
opinion before Investigating
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Presentation Notes
Don’t you love that word? “INDICIA”!!!!! Can’t say INDICATORS
Sometimes they can be readily explained
In fact, do not offer an opinion at any time. 
Let the evidence speak for itself


Forensic Tools and Techniques for Internal Auditors

Some “Indicia”

o Lack of Corporate Governance M5¥19555419U1a

no written policies and/or procedures

lack of Internal Controls
frequent or unusual Related Party transactions

o Questionable Accounting Activities
5INTIUNNUYFNUIAITY
Management override of Internal Controls

unreconciled subsidiary & General Ledger accounts
continuous adjustments of book to physical inventories

topside Journal Entries (9a lanoa 11)
Excessive number of manual checks

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
Issues to now be concerned with in your SOX work
These are the biggies a la the Enrons, Worldcoms, etc.
These are the everyday activities that can be found during an audit


In accounting, a top-side journal entry

IS a manual adjusting entry recorded at the
corporate level, often when preparing
consolidated financial statements for
subsidiaries.

Although such entries can be valid, they
are often used to perpetuate fraud by closing
gaps between actual operating results and the
results reported to the investing public

FORENSIC Investigative TECHNIQUIES
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Forensic Tools and Techniques

Some “Indicia”: (cont’d)

. < 9 A
o Behavioral Issues UsgAuUNNAIUNGANT T

failure to take vacations

living beyond one’s means
Insider trading

early arrival — late departure
Y :i 1 U b % :i 1 %
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Different frauds in different environments each have
their own red flags
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Presentation Notes
Can’t afford to be away
Drew University Treasurer making $75,000 and has three Mercedes’, a $700,000 second home in Florida, a boat, travels all over, and her husband is unemployed. Careful to tread here
How many of you review your stock activities as part of your audits?
Covering tracks


»

Forensic Tools and Techniques

Predication

0 “the totality of circumstances that would
lead a reasonable, prudent, and
professionally trained person to believe
that a fraud has occurred, Is occurring,
or will occur”

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
Once established, the investigation can begin


»

Forensic Tools and Techniques

Notification and Plan of Action

o Who needs to know? (Boss? Audit Committee?,
Board of Directors? General Counsel?)

o What resources do we have to do the work?
o Do we need help?
o Where do we get help if we need it?
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Presentation Notes










Obviously your boss; don’t think it would be wise to proceed without letting him or her know; no vigilante fraud examiners
Boss will have to decide whether the Audit Committee is to be alerted; under Sarbanes-Oxley they are required to establish procedures for:
	a) the receipt, retention, and treatment of complaints received by the issuer regarding accounting, internal accounting controls, or auditing matters; and
	b) the confidential, anonymous submission by employees of the issuer of concerns regarding questionable accounting or auditing matters 
3. Audit Committee will normally decide if the BOD should be notified
4. Why General Counsel? A) for legal advice; b) to lead the project if legal proceedings are a consideration; c) to maintain attorney-client privilege if necessary
5. People, tools, special needs
6. Do we have the necessary expertise? Can we handle it?
7. What outside resources are available to us? Consultants, CFE’s, public accountants, etc.?



Forensic Tools and Techniques

o Audit procedures

o Audit software

o Develop specialized procedures/routines

But what else can be done?

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
In many cases, regular audit procedures may be able to be applied to the work that has to be performed
How many of you have software that will retrieve data, format it, analyze it? Or can get it from your public accountants?
What packages do you use?
Tailor new or expanded procedures for the work
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Physical This type of evidence includes tangible objects that can be
physically carried into a courtroom and shown to a jury. It is said to speak

for itself.

Testimonial This evidence includes testimony made under oath by
eyewitnesses, expert witnesses, and character witnesses as well as
confessions and hearsay evidence.

Documentary This evidence type normally includes recorded
information, such as an audio or video recording or a transcript of a
telephone intercept. Unlike physical evidence, documentary evidence does
not speak for itself but requires support from an expert witness

Demonstrative Includes charts, graphs, and computer reconstructions
that attorneys or expert withesses can prepare for use in either direct
testimony or cross-examination.
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Forensic Identification
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Forensic Tools and Techniques

A A A A '
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The 7 Recognized
Investigative Tools and Technigues

used by
Forensic Specialists / Fraud Examiners

[ Presented by Richard Nossen |

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
Richard Nossen presentation to the National Conference on Organized Crime in 1975 outlined the techniques
They were adopted by forensic practitioners and have been modified somewhat, but essentially remain the same


Forensic Tools and Techniques

Public Document Reviews and Background
Investigations

AOUMUONANT AN ITULLASTUAIUNUNAY
IntervifLVE of Knowledgeable Persons
TUNIHUAT LTIV

Confidential Sources

INUMaav1? luilamwe

Laboratory Analysis of Physical and
Electronic Evidence
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Forensic Tools and Techniques

(o)
Physical and Electronic Survelllance
madhaeauuunng Ui

Undercover Operations
Uiiamsau

Analysis of Financial Transactions
ﬂ1§3£ﬂ31$ﬁ§5ﬂ’i’iiJ‘I/]Nﬂ”l’iﬁu
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Presentation Notes
Let’s take a closer look at each


»

Forensic Tools and Techniques

1 Public Document Reviews and
Background Investigations

o Public Databases
o Websites voanuigauag 9

0 YoyadINUTITMI druulnasesniosdy

o Corporate Records
o Internet

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
1. Where do you get the data?


»

Forensic Tools and Techniques

Public Databases

S ! Y Y 9 v
0 Yunassiusveyatas Iviueya lasmsusnivilu

AUHD

o Reliability of data

o What type of data is available?

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
Probably the most widely used tool
Tremendous variety of information
A lot of available services from different vendors (Choicepoint, IRB Search, etc.)
Updating of information; lag time in posting of transactions


Forensic Tools and Techniques
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Presenter
Presentation Notes
Person search vs. Advanced person search
Background checks; Authority granted by prospective employee
Business search – Corporation Filings; UCC’s; D&B; most can be obtained from Sec’y of State sites; verify vendors, customers; owners; related parties; BOD seats;
Assets – for Hidden Asset searches; Money Laundering; Real Estate; real property
Licenses – drivers (Somewhat restricted); real estate; insurance; Private Detective; any license governed by a state
Courts – Criminal; civil; bankruptcy; liens & judgments; foreclosures
Phones – some offer cell phones


®
Forensic Tools and Techniques

Website sanuaganumn q

0 uanaenu ldeuuaaz g
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o Real Estate records; business registrations

Corporate Records

o Stock Transfer records; Accounting data;
vendors; competitors; customers

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
Most information is free; some requires a fee to be paid
County has all real estate transfers; marriage & divorce records
There is a lot of information available within your organization and/or a lot of resources from whom information can be obtained
How many review stock transfer registers as part of IA activities?
What is the frequency of review of topside journal entries?
Who checks additions to the vendor master file? Employee master file?
Who investigates complaints from customers?


»

Forensic Tools and Techniques

Internet

g
g
g
g
g
g

Search Engines

News Sources/Newspapers
Telephone Numbers and Addresses
Maps

Legal Resources

Government Sites

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
ACFE list of external resources covers these and more
You know this, but the Internet is a wealth of information waiting to be tapped. Let your imagination take you to what you need


»

Forensic Tools and Techniques

2 Interviews of Knowledgeable
Persons

Interview vs. Interrogation

Continuous process throughout an investigation
Gain additional information with each interview
Evidence from witnesses provides additional leads
May identify additional witnesses

Interview the target only after completing the
Interviews of the peripheral witnesses

FORENSIC Investigative TECHNIQUIES 32
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Presentation Notes
Interview=information gathering, structured; logical sequence; a developed skill;  Interrogation=confession, law enforcement; compromise independence; legal issues
 Constant source of information
 Each witness has a differing view/slant on the issue; may know nothing
Pieces of information can lead to new areas/people
Can provide names of others to interview
Once all of the information has been gathered from the witnesses, approach the target


»

Forensic Tools and Techniques

3 Confidential Sources

o Hotlines
o E-mail

o Letters

o Current Employees
o Former Employees

o Vendors & former vendors

o Customers & former customers

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
Talked about hotlines earlier
What kind of success have you had with them? Many crank calls? Distinguish real from complaints, getting even, embarrassing, etc.
Can always go back and find incriminating E-mail.
Some keep them as trophies, others out of stupidity
Even if erased there are ways of getting them.
Enlist the confidence of people within your organization, Admin Assts, accountants, payroll clerks, HR people, etc.
Check out exit interview notes/reports/forms; maintain contact in case the person keeps in touch about an existing scheme
Bid process compromised? Refusal to pay kickback? CAREFUL!!!
Complaints. Why did you leave?  CAREFUL here too!!


»

Forensic Tools and Techniques

Confidential Sources (cont’'d)
o Cautions

Use professional skepticism in assessing information
Information supplied to discredit or embarrass the
target

Weigh the value of the evidence provided against
the possibility that it may be false or cannot be

proven
Validate all evidentiary matter provided
Do not assure absolute confidentiality
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Always remain skeptical; a hallmark of forensic investigation; BECAUSE (next)
Ex-spouse; neighbor; boyfriend/girlfriend; co-worker, etc.
If false or unproven – MOVE ON;  HEARSAY Evidence
You had better be able to prove that your evidence is valid
NEVER!!! Can’t do it! Power of subpoena


Forensic Tools and Techniques

4 Laboratory Analysis of Physical and
Electronic Evidence

o Protection/Validation of Evidence

Federal Rules of Evidence
Chain of Custody

“The only thing worse than a bad document is a
bad document that has disappeared!!!”

FORENSIC Investigative TECHNIQUIES 35
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Two most important elements of the Rules of Evidence:
		a. Rule 401 – EVIDENCE IS RELEVANT IF IT TENDS TO PROVE OR DISPROVE A FACT AT ISSUE	
		b. Rule 403 – EVIDENCE MIGHT BE EXCLUDED IF IT IS UNDULY PREJUDICIAL IF IT THREATENS TO CONFUSE OR MISLEAD THE 					   COURT
2. Three types of Evidence that Investigators are concerned with:
		a. TESTIMONIAL EVIDENCE – REFERS TO STATEMENTS MADE BY WITNESSES UNDER OATH
		b. REAL EVIDENCE – PHYSICAL OBJECTS THAT HAVE PLAYED A PART IN THE ISSUES BEING LITIGATED, e.g., INVOICE, CANCELLED 						     CHECK, LEDGER, etc.
		c. DEMONSTRATIVE EVIDENCE – AN ILLUSTRATION OF A MATERIAL EVENT, e.g., FLOW CHART, SUMMARY TABLE
3. Importance of Chain of Custody cannot be overstated
4. Without proper control or protection of its integrity, evidence is worthless
5. Gathering, logging (from who? When?), protecting (latex gloves), never let go (copy if you have to), security (BECAUSE!!)


»

Forensic Tools and Techniques

Laboratory Analysis of Physical and
Electronic Evidence (cont'd)

o Altered & Fictitious Documents
physical examination
fingerprint analysis
forgeries
Ink sampling
document dating

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
Original vs. copy; whiteout spots; quality of paper/form  (ZZZZ Best – Barry Minkow), typewriter, copying machine, 400 gals of whiteout)
Can have prints lifted from paper; latex gloves handling
Signature comparison to authorized signers
Chemical testing can determine the age of an ink sample
Some manufacturers/Printers use different techniques in dating documents;  WILL - a bar below a character on the last line of a watermark on bond paper indicates the year of manufacture – paper not available until 3 years after the date of the Will; coding in advertising on specific documents


»

Forensic Tools and Techniques

Laboratory Analysis of Physical and
Electronic Evidence (cont'd)

o Computer Forensics
hard disk imaging
E-malil analysis
search for erased files
analyze use & possible misuse
computer software to analyze data

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
Image the entire disk & leave original in tact
 Talked about previously. Pull off E-mail for specific users; review back up files
 P G Lewis example
Porn sites; restricted access; conducting personal business
All sorts of available software to extract, sample, and analyze data in just about any manner.


Forensic Tools and Techniques

5 Physical and Electronic Survelillance

o Physical
usually done by law enforcement or Pl's
surveillance cameras

can also be used to verify addresses for vendors,
employees, etc.

o Electronic
Internet surveillance
E-mall

FORENSIC Investigative TECHNIQUIES
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Presentation Notes
Not for the untrained
Loading docks; warehouses; cashier’s area; ALL OVER THE PLACE!!
Get in the car and go
Your IT department probably already does this; WHOSE COMPANY ENFORCES? Anyone been terminated as a result?
Monitor all E-mail accounts and messages sent and received


»

Forensic Tools and Techniques

6 Undercover Operations

o usually a recommendation to use

o can be done

o best left to professionals

FORENSIC Investigative TECHNIQUIES
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Presenter
Presentation Notes
Not widely used by IA
Van Raalte experience
Enough said


»

Forensic Tools and Techniques

7/ Analysis of Financial Transactions

o Horizontal/vertical analysis

o Authorization of new vendors & employees

o Comparison of employee & vendor addresses
o Analysis of sales returns & allowance account
o Management override of controls

o Different reviews based on known industry fraud
schemes
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Presentation Notes
These are most likely things that are done or reviewed in a comprehensive IA environment.
Not much mystery here, but extremely valuable investigative tools
Again UYI!!!


»

Forensic Tools and Techniques

a3l

Q

Q

Q

Q

Q

Some useful definitions (Forensic, Specialist, Procedures)

Fraud detection sources

Red Flags

Action to be taken

The tools & techniques of the forensic specialist
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Presenter
Presentation Notes
Covered a lot of ground here
Hopefully you’ve gotten a good idea of: SLIDE IN BULLETS
And I thank you for the opportunity to speak with you today


< matalumsauauriangiuen Digital

Forensic Science &
Information Technology
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Investigatory Tools in Forensic Science

Forensic science can be used not only to
collect court-admissible evidence but also as
an investigatory tool

Some Iinvestigatory tools
o Brain printing

o Blometrics

o Profiling

o Data mining

FORENSIC Investigative TECHNIQUIES

43



Computer Forensics

Computer forensics involves applying computer
science techniques to assist in investigations relating
to a wide range of legal matters.

Three typical tasks of computer forensics:
o ldentify the perpetrator(s) of a crime or other type of

>4 v o
malfeasance. S$UHNUNINANITZNINA
o Locate and recover data, files, or e-mail messages
. . . YAy A Y
relating to a crime or civil matter. i1 pAU YdYANINYIVD

o Reconstruct damaged databases and files.
Ina3 19Uy aazgIuvayangnmasyuIn v
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Auwudit Goals of a Forensic Investigation

Rules of Evidence

Complete asudm
Authentic  vewst
Admissible sudlundngula
Reliable  1hid e
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Presenter
Presentation Notes
The tools and processes you use – requirements
They must not alter the data as a side effect of the collection process
They must collect all of the data we want and only the data we want
We must be able to establish that they worked properly, e.g., as advertised
They must be accepted, generally, by the computer forensic investigative community 
The results they produce must be repeatable
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Funo Ul UM ITUAUNHANG UMM T DT U Snelwnsesneuiiuned

Size Up the Situation
Log Every Detall
Conduct the Initial Survey

Assess the Possibility of Ongoing
Undesirable Activity

Power Down
Check for Booby Traps

Duplicate the Hard Drive or Other Permanent
Storage Unit

Analyze the Hard Drive
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Computer Analysis and Response Team (CART)

Content determine the content of computer files
Comparison compare the content to known reference files
Transaction determine the exact time and sequence of creation
EXxtraction extract data from computer storage

Deletion recover deleted data files

—ormat conversion convert data from one format to another
Keyword searching find data that contains keywords
Password recovery find or recover passwords

_imited source code study computer program to identify
processing steps that can be of interest to investigate
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Digital Evidence

D.

Y Y

cI/iaﬂﬂTiﬁ'"lﬂﬂJ‘Vl!fl]Tl/\l‘l/!ﬂﬂ11/!"])’\‘]3J’l’]"I‘l«!"l‘"l]ﬁ"iJﬁ"J‘l«!?fi’)iJET”J‘L!'E”J‘]J'i’clll

(3

ana o

WIUNANFIUATNA LAY N‘]Jgummmumﬁm”sfuwmuwmuwaﬂﬁm
AINaNIADITZINTI9AD ms‘lﬂmmwmuﬁanﬁmmmmmﬂﬁﬂ’mw
ANABITOUAIYUTZUIANYHNIITNIITAIANWOIY LA UNNYHINY

] ] 9J ]
IMNIZDENOUFITZYTUADUUN LA 1T TANFIneuvang1uaInia

1A A S A V)
TagmWzed 1984 UTINI0anoNNAADT TANNSFIUIUMIIALIY

v ana v 4 < Yy 9
wenuwang adnamsne i limuinasgrmnalumsnaunas
= ’a o A ok A A o q o A
gaginssioannieindsuiluuiasmsiugiunazi vneruvangun
Yy & ~ oA A Y = ~ o

705 ldumiulianuu e douaz o AN HABINEINO N AL S

9 % v o Y Aan o Y o a
ﬁquazﬁ‘lwumuﬂﬂuwmuwmgmmmiumsaﬂwyﬁgﬂﬁgﬁmmmm

FORENSIC Investigative TECHNIQUIES 51



MIszumILAnalA3oUE

Identify Individuals in a Network Environment

Trace individuals by IP Address

Email can be traced by reading IP addresses
In the internal mail headers

|IP addresses can be hidden by proxy servers

|IP addresses can be “spoofed”
(i.e., falsified)
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Automated Fingerprint Identification

System (IAFIS)

National DNA Index System (NDIS)

Combined DNA Index System (CODIS)

National Integrated Ballistics Information Network
(NIBIN)

National Law Enforcement Telecommunications Systems
(NLETS)
National Crime Information Center (NCIC )

Financial Crimes Enforcement Network (FInCEN)
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‘ Amount of digital evidence stored in
South Korea as of 2020

2014 3,079 10,626 14,899
2015 3,357 712 19,526 700 24,295
2016 3,923 794 26,408 1,156 32,281
2017 4,198 867 30,238 767 36,060

2018 6,239 1,065 36,986 813 45,103

FORENSIC Investigative TECHNIQUIES 54



msauaIHIuUsUNUe g
Blockchain & Digital Currency
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Mobile Forensic Process

Micro Read

More Technical

Longer Analysis
Times

More Training
Required

More Invasive
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Mobile Forensic Process

1 Manual Extraction 5 Chip-off

2 Logical Extraction

3 JTAG 6 Micro Read

4 Hex Dump
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How big of your data

Fact 1: On average, every human created at least 1.7 MB of data per second in 2020
Fact 2: We created 25,000,000,000,000,000,000 data bytes (quintillion) daily in 2020
Fact 3. There were 4.66 billion active internet users around the world in January 2021
Fact 4: The end of 2021 could see 2,000,000,000,000 (two trillion) Google searches

: Routine Eackup Tapes
= 2K Tapes
= Disaster Recovery Tapes

S| Database server

Voice mal server '

Applcallan server

[T
%
¢ [ (oo
i

PCs, other storage media,

. Off-site vendor backups
and devices

Routine Backup Tapes
7 : Disaster Recovery Tapes
Corporate Network The Cloud
> Workstation
Macintosh —
L I
PDA — 1]

ISP Server
| ISP E-mail zerver
Removable storage %
D Computer Firewall

Source: Techjury Hand held computer Fim":aDISLEEgSEE'W' Home computer E
. . . . Laptop computer from remote Location
Bain Big Data Diagnostics Survey
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Some facts about technologies to fight against fraud

NEARLY THE USE OF ARTIFICIAL INTELLIGENCE
of organizations currently use AND MACHINE LEﬂHINING AS PART OF
exception reporting or URGﬂMZfﬂUNS ANTI-FRAUD
anomaly detection techniques PROGRAMS IS EXPECTED TO ALMOST

in their fraud-related initiatives T R | P | E
MORE THAN

use automated monitoring

of red flags or violations of

business rules.

Over the next two years, the use of each of these types

OVER THE NEXT TWO YEARS.

of analytics is expected to grow to 72!]/[] of organizations.

ONLY

g /D OF ORGANIZATIONS currenTLY USE

BLOCKCHAIN/DISTRIBUTED LEDGER TECHNOLOGY
OR ROBOTICS AS PART OF THEIR ANTI-FRAUD PROGRAMS.

Source: ACFE

OF ORGANIZATIONS ExPecT
70 INCREASE THEIR BUDGETS
FOR ANTI-FRAUD TECHNOLOGY
OVER THE NEXT TWO YEARS.
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Fraud & Economic Crime in a Digitized World

PwC’s Incident Response by Industries

Manufacturing
Retail

Transport & logistics
Government
Financial services

Power & utilities

Technology &
telecommunications

Consumer markets
Professional services
Engineering & construction
Healthcare & pharma
Entertainment & media

Charity/NGO

Source: PwC

R ] @ [B] X [ 2| B Bl B @] Db (2

Rl=te
T T

Recognise the controls that
help minimize fraud activities

Understand how to protect personal/customer
data so it is not used fraudulently

Find the fine balance between monitoring
for fraud and employee privacy

Build deep understanding of customer habits
through analytics, to aid in anomaly detection
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‘ Data will give you what you want to know

Internal data

< N <
Production Accounting
—— e

External data

N <
. dus
Public data Extract
— l
@
Source: PwC

Transform
/Cleansing

Transaction

Monitoring

/1 Statistics and

Trend Analysis

Data analytics
Load - Common

W) pataModel ) < Pattern
- (cbm) Matching

Visualisation

Continuous monitor every
transaction {24x7) such as
purchase and sell tfransactions

Identify suspicious (outlier)
buy or sell such as large
amount of buying

Identify the relationship
between data such conflict of
interest in the company

Visualise data to easy to
understand and get insight
from these data

Customise the analytics by
the risk and issue of the
company
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‘ The need for a modern fraud system

Rules d_o not m_aX|m|ze_the Rule based systems are unable to
Rules are easy to design, potential of wide ranging recognize complex patterns to detect
deploy and explain data available to the suspicious activity
organization

Rules are static and do not

adapt to change in criminal Rule based systems have a high

false positive rate

behaviour
N AL @ Y & — | @ (T

Characteristics of rule based monitoring and detection systems

Fraud Anti-Money Cyber Information
Counter Terrorist
Financing Performs DDoS attack on the
Defrauds customers by system to expose a
conducting fraudulent \ vulnerability
transactions on their behalf
without authorisation Structures and layers
transactions to organisation Uses stolen credentials and
with known terrorist on its unauthorised access to
board of directors accounts

\ @:

—
=@
—
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Computer Forensics

Scientific examination and analysis of recovered (active, deleted, corrupted,
hidden or partially overwritten) data in such a way that the information can be
used as evidence in a court of law.

Main focus: Preservation, Analysis, and Reporting

Process of preserving and analysing electronic data while maintaining data
Integrity

|dentifying historical artifacts to trace user and system activity
Dependent on data source and activity being analysed
Important to use multiple tools to confirm repeated results
Critical to maintain sound audit trail and reporting

Computer forensics is one of the techniques for the e-Discovery process.

Source: PwC
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‘ Computer Forensics

Electronic data
acquisitions

We use widely recognised
acquisition tools, such as:

+ Forensics Toolkit (FTK)
+ Foransics Fakcon
+ Callabrita

Source: PwC

Data recovery Electronic

[processing data review

Reviewing
platform

In the reviewwe:

+ backup + axcluda all the abviously imalevant filas

* recovery ofdeleted dala  + categorise files by type, dale, custodian, etc.,

+ ancryphion and provide data statistics

* indaxing. * usa kaywords and ather criteria to conduct
efficient reviews

1
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Is crypto platform still secured?

TOP 10 BIGGEST CRYPTO HACKS IN HISTORY

L L L L L L L L L -
Bayg W3 Jasru i Lt 2O Fage belga Ry g3  Sune TT Mow TT My 7
Han Fanl | Emrty M4 20 Fo bl M Lo H Fan] o

Tl deriy pra oo | S pg i g feta

Source: https://www.reddit.com/r/trinicrypto/comments/p2dvew/top_10_biggest_crypto_hacks_in_history/
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